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ANALYTICAL SOLUTION OF PROPAGATION OF WORMS
IN WIRELESS SENSOR NETWORK MODEL
BY HOMOTOPY PERTURBATION METHOD

DEVIPRIYA GANESHAN AND KAVITHA THIRUVARUL SELVAN

Abstract. Wireless sensor networks (WSNs) have received wide-ranging consideration
due to their boundless potential in civil and military applications. Malicious self-replicating
codes, known as malware, pose substantial threat to the wire-less computing infrastruc-
ture. The attacks of the malicious signals in the WSN are epidemic in nature. Biological
epidemic models will be helpful to under-stand the dynamical behavior of the malware
attack in WSN. In this paper, A (SEIRS-V) Susceptible - Exposed - Infected - Recovered
- Susceptible with a Vaccination compartment, describing the undercurrents of worm
propagation with respect to time in wireless sensor network (WSN) is considered. The
analytical solution of WSN is obtained by Homotopy Perturbation Method. Numerical
results are obtained and are graphically interpreted using Maple. The results assures that
the dynamics of worm propagation in WSN by the proposed model exhibits rich dynam-
ics.

1. Introduction

Wireless Sensor Network (WSN) which has established vast attention due to its immense
potential in civil and military application, are presently being used on a large scale to monitor
real time environmental status. WSN is composed of large number of sensor nodes which
communicate with each other through wireless medium. The sensor nodes are usually scat-
tered in a sensor field. Each of these scattered sensor nodes have the capabilities to collect
data and route data back to the sink. As wireless sensor networks are unfolding their vast po-
tential in a plethora of application environment, security still remains one of the most critical
challenges yet to be fully addressed. Because sensor nodes are resource constrained they gen-
erally have weak defense capabilities and are attractive targets for software attacks. Computer
worms are self-replicating viruses which can propagate through computer network without
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any human intervention. Cyber-attack by worm presents one of the most dangerous threats

to the security and integrity of the computer and telecommunications networks [11].

Malware can be used to launch attacks that vary from the less intrusive confidentiality
or privacy attacks, such as traffic analysis and eavesdropping, to the more intrusive meth-
ods that either disrupt the nodes normal functions such as those in relaying data and estab-
lishing end-to-end routes for example, sinkhole attacks [8], or even alter the network traffic
and hence destroy the integrity of the information, such as unauthorized access and session
hijacking attacks [7, 14]. Malware outbreaks like those of Slammer [12] and Code Red [15]
worms in wired internet have already inflicted expenses of billions of dollars in repair after
the viruses rapidly infected thousands of hosts within few hours. The attacks of the malicious
signals in the wireless sensor network are epidemic in nature. Malicious signals targeting
wireless devices, for example, the Cabir worm, can repeatedly send itself to blue-tooth enable
devices inside it’s host’s scanning range. Similarly, the Mabir worm uses scanning techniques
to attack. The spreading behavior of the Mabir and Cabir worm are epidemic in nature. Thus,
to defend the sensor nodes against these types of malware attacks, we propose security mech-
anism using epidemic models. Biological epidemic models will be helpful to understand the

dynamical behavior of the malware attack in Wireless sensor network (WSN).

Worms spread during data or control message transmission from nodes that are infected
(infectives) and those that are vulnerable, but not yet infected (susceptibles). We consider a
pernicious worm that may (i) eavesdrop, (ii) analyze, (iii) alter or destroy traffic and (iv) dis-
rupt the infective host’s normal functions (such as relaying data or establishing routes), and
even kill the host, that is, render it completely dysfunctional (dead). This killing process may
be triggered by performing a code which inflicts irretrievable hardware damage. For instance,
Chernobyl virus could re-flesh the BIOS, corrupting the bootstrap program required to ini-
tialize the system. The worm can determine the time to kill, or equivalently the rate of killing
the hosts, by regulating the rate at which it triggers such codes. Counter-measures can be
launched by installing security patches that either immunize susceptible nodes against future
attacks, by rectifying their underlying vulnerability, or heal the infective of the infection and
render them robust against future attacks. For instance, for SQL-Slammer worms [12], while
StackGuard programs immunize the susceptible by removing the buffer overflow vulnerabil-
ity that the worms exploit, specialized security patches are required to remove the worm from
(and thereby heal) the infective. Nodes that have been immunized or healed are denoted as
recovered. Mishra and Jha proposed a susceptible-exposed-infectious-quarantined-removed
(SEIQRS) e-epidemic model to understand the spreading behavior of worms in computer net-
work and to reduce the infectiousness among the nodes in the computer network, a quaran-
tine class(Q) was introduced where the nodes which are highly infectious were forcibly iso-
lated and kept in the class Q [10]. In [11], reproduction number, equilibria, and the stabil-
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ity are found for the SEIRV-S compartmental system modeling the worm propagation in the

wireless sensor network.

Mathematical modeling of most of the biological problems are inherently nonlinear and
difficult to find the exact solutions to understand the biological phenomena. Therefore, nu-
merical methods are necessary to find the exact solution and approximate solution to these
nonlinear problems. In the numerical methods, stability and convergence of the solution
is inevitable to avoid divergence or inappropriate results. To overcome these drawbacks in
finding the approximate solution to the nonlinear dynamical models, Homotopy perturba-
tion method is one of the best technique. The Homotopy Perturbation Method (HPM) is an
analytical method for solving linear /nonlinear differential equations. It is a powerful and effi-
cient technique for finding solutions of nonlinear equations without linearizing the problem.
The method was first introduced by He [6]. The HPM is a combination of the perturbation
and Homotopy methods. When two continuous functions moves from one topological space
to another and one deforms into another it is said to be homotopic. It uses the idea of the
homotopy from topology to create a convergent series solution - a Maclaurin series which
transform the non linearities in the system of differential equation. This method takes the

advantages of the conventional perturbation method while eliminating its restrictions.

In general, this method has been successfully applied to solve many kinds of linear and
nonlinear equations in science and engineering by many authors. E A. Adesuyi et al. [3], used
HPM to solve cholera mathematical model incorporating three control strategy namely vac-
cination, therapetic treatment and water sanitation to control the spread of cholera epidemic
over time. M. A. Khan et al. [9], studied the analytic solution of leptospirosis model by HPM.
Abubakar et al. [1], proposed a SIR model for general infectious disease dynamics and the an-
alytic solution is found using HPM. R. Senthamarai and S. Balamuralitharan [13], studied the
transmission of malaria disease modelled by SIRS - S model with treatments given to humans
and mosquitoes and using HPM numerical solution is achieved B. Ebenezer et al. [4], used
HPM to obtain the approximation solution of the Ebola mathematical model results shows
that the HPM is very effective and accurate as few perturbation and obtained result on HPM
is as good reliable as other known standard methods. G. Devipriya [5], considered a mathe-
matical model of dengue virus transmission consists of human and mosquito compartments
by incorporating with control strategy of imperfect treatment and delay in vector maturation
whose analytical solution is obtained using HPM. G. Adambu et al. [2], considered mathe-
matical model of Zika virus with two control strategies namely treatment for human and in-
secticide spray for mosquito and used HPM to get approximate solution and shows that 59%
effective administration of infectious spray proved a great reduction in the infected human as

well as infected vector population.
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Thus we can see application of homotopy perturbation method to obtain the solution
for almost all the infectious disease. To best of my knowledge, HPM has not been applied to
obtain the solution for the worm propagation in the wireless sensor network model. Thus
an attempt is made in this paper. The Mathematical formulation of the dynamics of worm
propagation in WSN is done in section 2. In section 3, the analytic solution is obtained with
aid of HPM. In section 4, the numerical solution is found and results are interpreted graphi-
cally using Maple. The variation of susceptible, exposed, infected, recovered and vaccinated

population for different parameter are analyzed graphically.

2. Mathematical formulation

An dynamic propagation model is instrumental to understand the automated spread of a
worm. Let S(t), E(t), I(t), R(t) and V() denote the number of susceptible, exposed, infectious,
recovered, and vaccinated nodes at time ¢ respectively. Consider the following system of non-

linear differential equations that describes the rate of change of different classes [11]:

ds(t
d—(t) = A=pSOI0) —uS®) - pSW(D) +dRD + V(D)
dE(t
d—(t) =BSHI(t) — (u+ a)E(1)
dI;tz(t) = aE() - (u+e+y) (1) 2.1
dR(t) _
R =yI(1) - (u+d)R(1)
dv(t
d; ) - pS(t) = (u+mV (1)

with initial conditions
§(0)=0,E(0)=0,1I(0)=0,R(0)=0,V(0)=0.

Here, A is the inclusion of new sensor nodes to the population, u is the crashing rate of the
sensor nodes due to hardware or software problem, € is the crashing rate due to attack of
worms. Let  be the infectivity contact rate. The rate of transmission from E-class to I-class
is given by a, the rate of transmission from R-class to S-class is given by d and the rate of
transmission from V'-class to S-class is given by 7. The rate of recovery is denote by y and the

rate at which the susceptible nodes are vaccinated is given by p.

3. Analytical solution by homotopy perturbation method
Consider the following nonlinear differential equation

Lw+Nw)=f(r), reQ 3.1
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with the boundary conditions:

55
Blu,—|=0, rel
on

where L is a linear operator, N is a nonlinear operator, B is a boundary operator, I is the
boundary of the domain Q and f(r) is a known analytic function.

By the homotopy perturbation technique [6], construct a homotopy:

v(r,q):Qx[0,1] = R (3.2)
which satisfies:
Hw,q)=0Q-q)IL(v)-Lugl+qglLv) + Nv) - f(N]=0 (3.3)
or
H(v,q) = L(v) — L(up) + qL(up) + q[N(v) — f(r)] =0, (3.4)

where r € Q, g € [0,1] is an imbedding parameter and uy is an initial approximation which

satisfies the boundary conditions. Obviously, from (3.3) and (3.4), we have:

H(v,0)=L(v) — L(up) =0 (3.5)
Hw,)=Lw)+N@) - f(r)=0 (3.6)

The changing process of g from zero to unity is just of v(r, g) from uy(r) to u(r). In topology,
this is called deformation, L(v) — L(u) and L(v) + N(v) — f(r) are called homotopic. The basic
assumption is that the solution of equation (3.4) can be expressed as a power series in g :

V=104 qUi+Gius+ - 3.7)
The approximate solution of (3.1) is given as,
uzlin%v:vo+v1+v2+~~~ (3.8)
q—>

which leads to rapid convergence.
Now, we apply the homotopy perturbation techniques to the model (2.1). Define the operator

£ = % . According to HPM, we construct a homotopy system as given below:

LS(t)-LS° (1) =qA-BS(OI(t) - uS(t) — pS(H) + dR(H) +nV (1) — £L5°(1))
LE()—LE(t) = q(BS(H)I(t) — (u+ @) E(t) - LE°(1)

LI - L1%) = qaE() — (u+e+y) (1) - L1°(t) (3.9)
LR(t)- LR D) =qyl(t)— (u+d)R(t) - LR(1))

LV -2LV010)=qpSH) - (uw+mVe) - LV0(10)
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with initial data,

So(1) = 8°(1) = S(0); Eo(t) =E°(1) = E(0); Io(t)=I°(t) = I(0); Ro(#) = R%(1) = R(0);
Vo(t) = VO (1) = V(0).
The approximate solution of the above homotopy (3.9) is a power series in g € [0,1] and is
given by
S(t)=Sg () +qS; (1) +q*Ss (1) +---
E(t) = Ej () + qE; (1) + g°E; (1) + -
() =1} () +qI () + g° Ly (1) + -+ (3.10)
R(t) = R (1) + qR; () + G* Ry (1) +---
V()= Vi @)+ gV () +q* Vs () +--

Making use of (3.10) in equation (3.9) and comparing the same coefficient of same power of
q, we get

zeroth order system:

£S; ()-8 =0
ZLE;()-LE(1)=0
LIWO-LI°(1)=0 (3.11)
LRI -ZLRY(=0
LVs)-2V (=0

with initial conditions,

SE(0) = S(0), E; (0) = E0), I (0) = 1(0), R (0) = R(0), Vi (0) = V(0)

and

first order system:

LSH1) = A= BSE(I (1) — uS (1) = pSi (1) +dR; +nVy (1) — LSE (1)

LE(1) = BSE (DI (1) - (u+a)Ef (1) — LEL (1)

LIF () = aEf — (u+e+ ) IE (1) - LI (1) (3.12)
LRI =y} (1) - (u+e+7) I (1) — LI (1)

LV = pSy (D) — (u+mVy (1) = LVg (1)

with initial conditions,

S;(0) =0, Ef(0) =0, I;(0) =0, R} (0) =0, V;*(0) =0.
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and

second order system:

LS = —PISLNOTF (1) + ST I (D] — uSE (1) — pSi (1) + dRE (1) + Vi (1)

LES (1) = BISE (DI (1) + SHOIE (0] — (u+ a) EX (1)

LI = aEf (1) — (u+e+P I (1) (3.13)
LRI =yI (1) - (u+d)R (1)

LV, (1) =pS;(t)— (u+n) Vi (1)

with initial conditions
S; 0) =0, E; 0) =0, 12* 0) =0, R; 0) =0, V2* 0)=0.

Solving the system of non - linear differential equation given in (3.11), (3.12) and (3.13) we will
obtain the zeroth order solution, first order solution and second order solution and consider-
ing g =11n (3.10), we get

S =S5O +ST () +S5() +---

E()=Ej()+Ej () +E; () +---

IO =IO+ O+ L)+ (3.19)
R(t)=Ry(O+R () +R; (1) +-+-

V) =V @+ V(@) +V, () +---

The convergence of HPM is rapid, for few iteration.

4. Numerical results and discussions

In this section, numerical results of the problem is discussed. The solution of the dy-
namical model is obtained by homotopy perturbation method and results are graphically in-
terpreted with the aid of Maple. In order to obtain the analytical solution to the problem, let
us take the values of the parameter involved in the model as the following [11]:
A=0.33,=0.1,1.=0.003,p =0.3,d = 0.3, = 0.06,a = 0.25,¢ = 0.07,y = 0.4
Let us assume the initial condition for the problem as
Sg () =100, E; (1) = 3,1 (1) = 1, Ry (¢) = 0,V (¢) = 0. Solving the system of non - linear differ-
ential equation in (3.11), (3.12) and (3.13) using Maple, we will obtain

Zeroth Order Solution:

So(1) =100, Eo(t)=3, Io(£)=1, Ro()=0, Vp(t)=0;
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First Order Solution:

S1(8) = _3997t Ei(t) = 92411‘ INGE 277 t, Ri(p)= 2t V1(t) =30¢;
BT 00 0 TN T 10007 MY T 10007 T T s TR TR
Second Order Solution:
1525791 , —-3564973 , 2179229 , -13 ,
So(t) = ———1°, Ex()=————1°, L) =—=1"°, Ro(l)=—=1",
200000 2000000 2000000 2500
V(o) = -13881 ,
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Figure 1: Variation of susceptible sensor nodes with respect to t.
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Figure 2: Variation of infected sensor nodes with respect to t.

In Figure 1, the variation of susceptible sensor nodes with respect to time is shown. The
susceptible sensor nodes which are in contact with infected sensor nodes will be exposed
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Figure 5: Variation of susceptible sensor nodes for different values of a.
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Figure 6: Variation of susceptible sensor nodes for different values of 7.
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Figure 7: Variation of susceptible sensor nodes for different values of rate of vaccination p.
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Figure 8: Variation of exposed sensor nodes for different values of rate of recovery y.
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Figure 9: Variation of exposed sensor nodes for different values of rate of vaccination p.
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Figure 10: Variation of infected sensor nodes for different values of a.
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Figure 11: Variation of recovered sensor nodes for different values of a.
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Figure 12: Variation of recovered sensor nodes for different values of d.
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Figure 15: Variation of vaccinated sensor nodes for different values of 7.

to the malware. Also proper vaccination is given to the sensor nodes hence susceptibility
towards the attack of worms will be low. Thus, we observe a decline in the number of sus-
ceptible sensor nodes as they move to the exposed class and recovered class. In Figure 2, the
variation of exposed sensor nodes with respect to time is shown. We notice an increase in
the number of exposed sensor nodes. This is because the recovered sensor nodes may loss
their immunity towards the worm attack and become susceptible, which in turn may get con-
tact into infected. In Figure 3, the variation of infected sensor nodes with respect to time is
shown. We notice an increase in the infected sensor nodes as there is an increase in exposed
class. But the number of infected nodes is less compared to that of exposed from the graph.
This is because of giving proper anti-virus software to those infected sensor nodes. In Figure
4, the variation of recovered sensor nodes with respect to time is shown. There is a slightly
steady increase in the graph. This is due to the measure of the vaccination undergone. In
Figure 5, variation of the vaccinated sensor node with respect to the time is shown. Initially,
there is an increase thereafter we observe a decrease in the curve. This is because of the loss
of immunity over the period of time and also inability towards the attack of the new worms.
Anti-virus software are capable to protect the sensor nodes from a particular type of worms.
When new kind of malware is attacking the nodes the present anti-virus may fail to prevent

the nodes.

The susceptible sensor nodes when get in contact with the infected nodes, it will be ex-
posed to the infection. Thus, in Figure 6, we notice that the number of susceptible sensor
nodes decreases when the rate of transmission of the nodes from E-class to I-class, a in-
creases. In Figure 7, we notice that when the rate of transmission from V'-class to S-class, n
increases the susceptible sensor nodes also increases. In Figure 8, we observe that when the

vaccinating rate is high, there is a decrease in the number of susceptible sensor nodes, which
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assures that they are no more susceptible to worm attack. In Figure 9, it shown that if the
rate of recovery is more, the number of exposed is less. Further, in Figure 10, it is noticed that
if the vaccinating rate is more, the number of exposed is less comparative. In Figure 11, we
notice that the number of infected sensor nodes increases when the rate of transmission of
the nodes from E-class to I-class, « increases. In Figure 12, it is shown that when the rate
of transmission of the nodes from E-class to I-class, a increases, there is an increase in the
recovered sensor nodes. If more sensor nodes are infected, then more attention will be taken
to recover them from the malware with the proper anti-virus software. But all the new mal-
wares cannot be handled with the same anti-virus software. Thus, is is noted from the graph,
that almost two sensor nodes are only recovered in the stipulated time considered. In Figure
13, we observe that when the rate of transmission from R-class to S-class, d increases, there
is a decline in the number of recovered sensor nodes. In Figure 14, we notice that faster the
recovery rate higher the number of recovered sensor nodes. If the rate at which the sensor
nodes are recovering is more, we notice that there is decline in the graph. This is because if
the sensor nodes takes more time to recover from the malware attack, the worms may become
vulnerable and we might lose the sensor node. In Figure 15, it is shown that if the vaccination
rate is more, the number of the sensor nodes who are immune against the malware is also
more. But we notice a decline in curve this is because the preventive measure against mal-
ware is not permanent. When new malware attacks the sensor nodes the same vaccination
might not be effective to protect it. In Figure 16, we infer that if the rate of transmission from
V-class to S-class, n increases, the number of vaccinated sensor nodes decreases because of

their immunity loss and may become susceptible to the worm attacks.
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